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LIFE IDENTITY

IDENTITY AND ACCESS MANAGEMENT

Security isn’t just about defending your infrastructure from the latest threats. It also means controlling who
has access to IT resources and data, making access fast and simple to authorized users, and effectively
blocking unauthorized users. It means having a full complement of Identity and Access Management
(IAM) capabilities, including user provisioning, single sign-on, web access management, and life cycle
governance. This end-to-end IAM service offloads the complexity and challenges of managing an IAM
solution, allowing clients to reduce costs while focusing in-house staff on revenue generating activities.
It provides business and technology consulting to help customers develop a clear business driven,
strategic roadmap for improving an organization’s IAM maturity posture.
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LIFE IDENTITY

IDENTITY AND ACCESS MANAGEMENT

LIFE IDENTITY FEATURES

Access Management Design and
Deployment

Provides consulting and design services to implement more effective access
management tools to enforce user access across multiple channels, including mobile,
social and cloud.

Multi-Factor Authentication
Design and Deploy

Delivers a security rich, token-flexible, centralized authentication infrastructure that
integrates existing infrastructure of the organization to help provide end-to-end
protection of sensitive data.

|dentity and Access Solution
Migration

Migrate existing IAM customers to a next-generation IAM solution to ensure a seamless
transition, reduced risk and maintained efficiencies.

|dentity Governance and
Administration Design and Deploy

Utilizes an innovative business driven-approach to identity and access intelligence,
including @ big data identity warehouse, role and access certification, and analytics
dashboard. It strengthens traditional access controls with granular policies across both
enterprise and cloud.

Cloud Identity Services

Combines the richness, stability, and maturity of on premise IAM with the agility,
cost saving and deployment benefits of cloud. Unlike many competitive cloud 1AM
services, this offering is extendable and scalable, providing deep functionality for
enterprise clients.

Datacenter

Web Social Mobile Cloud
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Identity Management Access Management
+ Identity Governance and Intelligence « Adaptive Access Control and Federation
« User Lifecycle Management « Application Content Protection
« Privileged Identity Control « Authentication and Single Sign On
Directory Services
On-Premi
atr‘\d :;r:us; Software-as-a- Cloud Managed /
Appliances Service Hosted Services
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LIFE IDENTITY VALUE PROPOSITION

+  Improving operational efficiency of on-boarding and off-boarding processes, user self-care password resets, and other

requirements.

+  Safeguarding privileged users, service accounts, and applications to protect against malicious and/or accidental abuse

of access rights.

+  Protects aspects of governance failures such as failed audits, separation of duty (SoD) violations and entitlement creep.

* Helps in compliance for timely de-provisioning of users, update of user access rights when they are no longer in the
organization or changing their organization portfolio.



